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CYBERSECURITY&INFORMATIONTECHNOLOGY
Curriculum-Ready Resources for Today’s Classrooms

Course planning doesn’t have to start from scratch. Whether you're creating new pathways or enhancing
existing ones, Jones & Bartlett Learning provides curriculum-aligned resources for in-person, online, and
hybrid learning. Our titles combine print and digital formats with immersive virtual tools and instructor
resources to increase engagement and prepare students for the real world.

INFORMATION SECURITY

Fundamentals
of Information
Systems Security

Elementary
Information Security

Fundamentals of Information

Systems Security
FIFTH EDITION
Available with Cloud Labs

David Kim, Michael G. Solomon

ISBN: 9781284314977
Paperback e 550 pages ¢ © 2026

Elementary
Information Security
FOURTH EDITION

Available with Cloud Labs

Peter H. Gregory,
Richard E. Smith

Information Security
Management

ISBN: 9781284282825
eBook e 730 pages ¢ © 2025

Information Security

Management
SECOND EDITION
Available with Cloud Labs

Michael Workman

9781284211658
Paperback ® 462 pages ¢ © 2023

Access Control and
| Management

Cyberwarfare:
Information Operations
in a Connected World

Access Control and
Identity Management
THIRD EDITION

Available with Cloud Labs

Mike Chapple

ISBN: 9781284198355
Paperback e 376 pages ¢ © 2022

Cyberwarfare
Information Operations in a
Connected World

SECOND EDITION
Available with Cloud Labs

Mike Chapple, David Seidl

9781284225440
Paperback e 425 pages ¢ © 2022

CLOUDLABS)

jblearning:\cybersecurity+IT

Titles marked with Cloud Labs provide immersive
mock IT environments with live virtual machines and
real software to prepare students for real-world roles.

= Guided Labs: Step-by-step walkthroughs

= Practice Labs: Moderate guided practice

Challenge Labs: Scenario-based assessments

Ready to Explore Titles in More Detail?

Visit

complimentary review copies.

to request



www.jblearning.com/catalog/productdetails/9781284282825?utm_source=catalog&utm_medium=pdf&utm_campaign=cs_cyber_program_guide
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PLAN AND TEACH WITH CONFIDENCE

NETWORK SECURITY

NEW
EDITION
COMING
SOON

Wireless and Mobile
Device Security

Network Security, Firewalls,
and VPNs

FOURTH EDITION
Available with Cloud Labs

Denise Kinsey

ISBN: 9781284302509
Paperback e 481 pages ¢ © 2026

Wireless and Mobile
Device Security

SECOND EDITION
Available with Cloud Labs

Jim Doherty

ISBN: 9781284211726
Paperback ® 402 pages  © 2022

HOST SECURITY

Security Strategies
in Windows
Platforms and
Applications

Security Strategies
in Linux Platforms
and Applications

v

Internet and
Web Application
Security

Mk Horwood | Ron Price

Security Strategies in Windows
Platforms and Applications
FOURTH EDITION

Available with Cloud Labs

Robert Shimonski, Michael G. Solomon

ISBN: 9781284281958
Paperback ® 374 pages ¢ © 2023

Security Strategies in Linux
Platforms and Applications
THIRD EDITION

Ric Messier, Michael Jang
Available with Cloud Labs

ISBN: 9781284255850
Paperback e 500 pages ¢ © 2023

Internet and

Web Application Security
THIRD EDITION

Available with Cloud Labs

Mike Harwood, Ron Price

ISBN: 9781284206166
Paperback ® 450 pages © © 2024

ARTIFICIAL INTELLEGENCE

Introduction to Al
and Generative Al
in Cybersecurity

Introduction to Al and
Generative Al in Cybersecurity
Available as Standalone or Bundled

Michael G. Solomon

ISBN: 9781284317558
eBook e 35pages ¢ © 2026

DIGITAL FORENSICS

Digital Forensics,
Investigation,
and Response

Digital Forensics, Investigation,
and Response

FOURTH EDITION

Available with Cloud Labs

Chuck Easttom

ISBN: 9781284226065
Paperback e 403 pages ¢ © 2022

ETHICAL HACKING

&

Ethical Hacking:
Techniques, Tools,
d Countermeasures

Ethical Hacking
Techniques, Tools,
and Countermeasures
FOURTH EDITION
Available with Cloud Labs

Michael G. Solomon, Sean-Philip Oriyano

ISBN: 9781284248999
Paperback e 400 pages ¢ © 2024

GOVERNANCE, RISK MANAGEMENT,
AND COMPLIANCE

Managing Risk in
Information Systems

Managing Risk in
Information Systems

THIRD EDITION
Available with Cloud Labs

Darril Gibson, Andy Igonor

ISBN: 9781284183719
Paperback e 437 pages ¢ © 2022

Flexible formats for in-person, online, and hybrid instruction.
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GOVERNANCE, RISK MANAGEMENT,
AND COMPLIANCE

SEVENTH EDITION

CYBERETHICS

Morality and Law in Cyberspace

EDITION

*§ junction

Legal and Privacy
Issues in Information
Security

Security Policies and

uuuuuuuuuuuuuuuuuuuuuu

Auditing IT
Infrastructures for
Compliance

Implementation Issues

Cyberethics
Morality and Law in Cyberspace
SEVENTH EDITION

Includes Junction Education
Online Course

Julie Anderson, Jon Anderson

ISBN: 9781284184068
Paperback e 254 pages ¢ © 2021

Legal and Privacy Issues in
Information Security

THIRD EDITION

Available with Theory Labs

Joanna Lyn Grama

ISBN: 9781284207804
Paperback e 552 pages ¢ © 2022

Security Policies and
Implementation Issues
THIRD EDITION

Available with Theory Labs
Robert Johnson, Chuck Easttom

ISBN: 9781284199840
Paperback ® 476 pages ¢ © 2022

Auditing IT Infrastructure

for Compliance
THIRD EDITION
Available with Cloud Labs

Martin Weiss, Robert Johnson,
Michael G. Solomon

ISBN: 9781284236606
Paperback ¢ 398 pages ¢ © 2024

IT AND INFRASTRUCTURE

Fundamentals of
Communications
and Networking

Fundamentals of
Communications
and Networking
THIRD EDITION

Available with Cloud Labs

Michael G. Solomon, David Kim

ISBN: 9781284200119
Paperback e 565 pages ¢ © 2022

IT AND INFRASTRUCTURE

Linux
Fundamentals
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/" llluminated
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Fundamentals of
Cloud Security

Fundamentals
of Server
Administration

/

Linux Fundamentals
SECOND EDITION
Available with Navigate eBook Access

Richard Blum

ISBN: 9781284254884
Paperback e 500 pages ¢ © 2024

Databases llluminated
FOURTH EDITION
Available with Cloud Labs

Catherine M. Ricardo,
Susan D. Urban, Karen Davis

ISBN: 9781284231588
Paperback e 681 pages ¢ © 2023

Cloud Computing
SECOND EDITION
Available with Cloud Labs

Kris Jamsa

ISBN: 9781284233971
Paperback ® 400 pages ® © 2023

Fundamentals of Cloud

Security
FIRST EDITION
Includes Navigate eBook Access

Andy Igonor

ISBN: 9781284251494
Paperback e 330 pages ¢ © 2027

Fundamentals of Server
Administration

FIRST EDITION

Includes Navigate eBook Access

Chris Kinnaird

ISBN: 9781284261783
Paperback ® 350 pages ¢ © 2026

Built to.reflect current cybersecurity and'IT workforce demands.
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MAPPED CONTENT FOR EVERY STAGE OF YOUR PROGRAM

PROGRAMMING

Python
Programming
in Context

JAVA

Hluminated

An Active Learning Approach

Julie
Her

SEVENTH EDITION

Programming
and Problem
Solving with

3

Secure
Software Systems

Design and De

Programming
Languages

CONCEPTS AND IMPLEMENTATION

Saverio Perugini

Python Programming
in Context

FOURTH EDITION

Available with Cloud Desktop

Bradley N. Miller, David L. Ranum,
Julie Anderson

ISBN: 9781284283211
Paperback ® 500 pages © © 2025

Java llluminated
SIXTH EDITION
Includes Navigate eBook Access

Julie Anderson, Hervé J. Franceschi

ISBN: 9781284250480
Paperback e 1200 pages ¢ © 2023

Programming and Problem
Solving with C++

SEVENTH EDITION

Includes Navigate eBook Access

Nell Dale, Chip Weems, Tim Richards

ISBN: 9781284157321
Paperback ¢ 1100 pages ¢ © 2023

Secure Software Systems:
Design and Development
Includes Navigate eBook Access

Erik Fretheim

ISBN: 9781284261158
Paperback e 400 pages ¢ © 2024

Programming Languages
Concepts and Implementation
Includes Navigate eBook Access

Saverio Perugini

ISBN: 9781284222722
Paperback ¢ 840 pages ¢ © 2023

COMPUTER SCIENCE

. Web Programming

Web Programming
with HTMLS, CSS, and
JavaScript

SECOND EDITION

Available with Cloud Desktop

John Dean

Computer Science
lluminated

2 NAVIGATE
e

sixTH EprTIoN
Essentials of

Computer Organization
and Architecture

Linda Null

ANINTRODUCTIONTO

FORMAL

LANGUAGES ano
AUTOMATA

PETERLINZ
SUSAN RODGER

ISBN: 9781284278309
eBook e 700 pages ¢ © 2025

Computer Science llluminated
EIGHTH EDITION
Includes Navigate Advantage Access

Nell Dale, John Lewis

ISBN: 9781284275070
Paperback e 745 pages ¢ © 2025

Essentials of Computer
Organization and Architecture
SIXTH EDITION

Includes Navigate Advantage Access

Linda Null

ISBN: 9781284259438
Paperback e 744 pages ¢ © 2024

An Introduction to Formal
Languages and Automata
SEVENTH EDITION

Peter Linz, Susan H. Rodger

ISBN: 9781284231601
Paperback e 572 pages ¢ © 2023

Courses span foundational skills, technical platforms, and emerging topics.
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SUPPORTING MATERIALS BEYOND THE CORE PATHWAY 5 y

ADDITIONAL RESOURCES FROM JONES & BARTLETT LEARNING

‘. Introduction to Data Mining oareer-oRENTED Object-Oriented Data
INGERNAEANl . and Analytics palacTucTuRce Structures Using Java
S ANALYTICS FIRST EDITION _ FOURTH EDITION

Includes Navigate Advantage Access

Kris Jamsa

ISBN: 9781284180909 -
Paperback o 668 pages ¢ © 2021 < ISBN: 9781284089097
Paperback ¢ 694 pages ¢ © 2018

Nell Dale, Daniel T. Joyce, Chip Weems

DDDDD LT JOYCE
% NAVIGATED CHIPAWEEMS.
e z

... Essentials of Software 7 C++ Plus Data Structures
Essentials | Engineering A7 i SIXTH EDITION

g;azg\;;rs FIFTH EDITION / / 7 Includes Navigate Advantage Access

Frank Tsui, Orlando Karam, “isLiIS ]é/AQTA Nell Dale, Chip Weems
Barbara Bernal STRUCTURES ISBN: 9781284089189
ISBN: 9781284228991 \ R (T T T T Hardcover e 838 pages ¢ © 2018

Paperback ® 450 pages © © 2023 ) ol
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TAKE THE NEXT STEP

You've just explored course-ready content
designed to support foundational skills,
applied technical learning, and cybersecurity
best practices—developed by experts and
aligned with today'’s standards.

Ready to see how it all fits together?

On the next page, you'll find a Curriculum
Map to help you visualize how each title aligns
to common 2-year and 4-year pathways.

-

Authored by experts and mapped to'leading industry standards.
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That Prepares Students
for the Real World

This section offers a quick look at titles across various focus areas.
Use it to find what best fits your course needs or program goails.

Core Concepts & Industry Available
Frameworks Jones & Bartlett Learning Offering With
Access Control and Authentication | Access Control and Identity Management, 3e 9781284198355 CLOUDLABSD
Cyberwarfare and Cyberterrorism Cyberwarfare Information Operations in a 9781284225440 CLOUDLABSD
Connected World, 2e
Ethics in Information Technology Cyberethics: Morality and Law in Cyberspace, 7e 9781284184068
Firewalls and Network Security Network Security, Firewalls, and VPNs, 4e 9781284183658 CLOUDLABSD
Incident Response and Handling Managing Risk in Information Systems, 3e 9781284183719 CLOUDLABSD
Information Technology Security Fundamentals of Information Systems Security, 9781284220735 CLOUDLABSD
4e
Elementary Information Security, 4e 9781284282825 CLOUDLABSD
Security Management Practices Information Security Management, 2e 9781284211658 CLOUDLABSD
Security Policies and Procedures Security Policies and Implementation Issues, 3e 9781284199840 Theory Labs
Web Application Security Internet and Web Application Security, 3e 9781284206166 CLOUDLABSD
Wireless and Mobile Security Wireless and Mobile Device Security 9781284211726 CLOUDLABSD

Foundational Knowledge &

Programming Essentials

Jones & Bartlett Learning Offering

Available
With

Introduction to Computer
Programming

Python Programming in Context, 4e

Programming Languages: Concepts and
Implementation

Programming and Problem Solving with C++, 7e

9781284283211

9781284222722

9781284157321

CLOUDDESKTOPD

Introduction to Computer Science

Computer Science llluminated, 8e

9781284275070

Object Oriented Computer
Programming

Java llluminated, 6e
Object-Oriented Data Structures Using Java, 4e

C++ Plus Data Structures, 6e

9781284250480

9781284089097

9781284089189

Theory of Computation [ Formal
Languages

An Introduction to Formal Languages and
Automata, 7e

9781284231601

Continues on next page.
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Systems, Platforms & Technical Available

Skill Building Jones & Bartlett Learning Offering With

Digital and Device Forensics Digital Forensics, Investigation, and Response, 4e 9781284226065 CLOUDLABSD
IT Security Auditing Auditing IT Infrastructures for Compliance, 3e 9781284236606 CLOUDLABSD
Introduction to Database Databases llluminated, 4e 9781284231588 CLOUDLABSD

Management Systems

Linux Installation and Linux Fundamentals, 2e 9781284254884

Configuration

Linux System for Cybersecurity Security Strategies in Linux Platforms and 9781284255850 CLOUDLABSD
Applications, 3e

Secure Software and Systems Secure Software Systems: Design and 9781284261158

Design Development
Essentials of Software Engineering, 5e 9781284228991

Windows System Management Security Strategies in Windows Platforms and 9781284281958 CLOUDLABSD

and Security Applications, 4e

Available
Emerging Topics & Electives Jones & Bartlett Learning Offering With
Computer Organization and Essentials of Computer Organization and 9781284259438
Architecture Architecture, 6e
Computer Systems Networking Fundamentals of Communications and 9781284200119 CLOUDLABSD
and Telecommunications Networking, 3e
Cyber Law and the Legal System Legal and Privacy Issues in Information Security, 9781284207804 Theory Labs
3e
Data Mining and Analytics Introduction to Data Mining and Analytics 9781284180909
Fundamentals of Cloud Cloud Computing, 2e 9781284233971 CLOUDLABSD
Computing
Fundamentals of Server Administration 9781284261783
Hacking and Cyber Crime Ethical Hacking: Techniques, Tools, and 9781284248999 CLOUDLABSD
Countermeasures, 4e
Web Programming with HTML, CSS, and
Web Development Javascript, 2e 9781284278309 | CLOUDDESKTOPD

Ready to Explore Titles in More Detail?

Visit to request
complimentary review copies.
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