List 14.3.1. Example protocol for a one-way hash de-identified record linkage.

1. John Q. Public arrives for the first time in your medical clinic.

2. John Q. Public has a glucose test ordered and receives a glucose value of 85.

3. Using the MD_5 one-way hash algorithm, on the character string, "John Q. Public" a hash value of

"3f875ec450dfbb07ed889e7b9c36da92" is generated.

4. In addition to John Q. Public's identified medical record, a de-identified record is prepared:

3f875ec450dfbb07ed889e7b9c36da92^^glucose^^85

A one-way hash value is that it is a seemingly random collection of letters and numbers and no computational efforts applied to the one-way hash value can yield the patient's name.
The de-identified record is given to a trusted database administrator who adds it to the database of de-identified records. The database administrator cannot identify any of the patients whose records are included in the database.

5. Ten years later, John Q. Public returns to the medical clinic and has another glucose test. This time, the glucose value is 95.

A one-way hash is performed on the string "John Q. Public" yielding 3f875ec450dfbb07ed889e7b9c36da92, and a new de-identified record is prepared:

3f875ec450dfbb07ed889e7b9c36da92^^glucose^^95

The de-identified record is given to the trusted database administrator who adds it to the aggregate database. The database program finds a match to the one-way hash and concatenates the new record to the old record:

3f875ec450dfbb07ed889e7b9c36da92^^glucose^^85^^glucose^^95

