List 11.1.1. Making medical record data harmless.

1. De-identification of data fields that specifically characterize the patient (name, social security number, hospital number, address, age, etc.)

2. Free-text data scrubbing, removing identifiers from the textual portion of medical reports (18).

3. Rendering the dataset ambiguous, ensuring that patients cannot be identified by data records containing a unique set of characterizing information.

4. Free-text data privatizing, removing any information of a private nature that may be contained within the report.

