List 11.1.4. Deficiencies of subtractive data scrubbing algorithms.

Requires the creation and continuous maintenance of an identifier list consisting of names of patients, staff, and medical centers as well as addresses and other geographic minutiae.

Requires the creation and continuous maintenance of rules for excluding text based on co-locations or patterns of expression that might signify a HIPAA identifier (e.g. A sequence of digits and slashes that might represent a date).

Does not exclude private information that is non-identifying but which may be incriminating or distasteful.

Does not satisfy the "minimum necessary" (see Glossary) principle, holding that medical data convey only that information which is needed for research purposes.

Slow. Each parsed sentence is typically evaluated through the  entire list of pattern rules. This means that parsing a long corpus of medical text will take considerable time.

Complex. Maintaining the rule list and the identifier list will add to the overall complexity of the software. Each institution that implements the software will need to maintain their own lists created for their patients and for their textual styles and formats.

Inadequate. Subtractive scrubbers, under the best of circumstances, will occasionally miss an identifier. If a scrubber is 99% accurate, it may miss thousands of identifiers in a large text.

