List 7.6.4. Properties of Piece 1 (the listing of phrases and their one-hashes).

     Contains no information on the frequency of occurrence of

        the phrases found in the original text (because recurring

        phrases map to the same hash code and appear as a single

        entry in piece 1).

     Contains no information that Alice can use to connect any

        patient to any particular patient record. Records do not

        exist as entities in Piece 1.

     Contains no information on the order or locations of the

        phrases found in the original text.

     Contains all the concepts found in the original text. Stop

        words are a popular method of parsing text into concepts.

     Bob can destroy piece 1 and re-create it later from the

        original file.

     Alice can use the phrases in Piece 1 to transform, annotate

        or search the concepts found in the original file.

     Alice can transfer piece 1 to a third party without

        violating HIPAA privacy rules or Common Rule human subject

        regulations (in the U.S.). For that matter, Alice can keep

        piece 1 and add it to her database of piece 1 files

        collected from all of her clients.

